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Ultrafast Superconducting Single-Photon Optical
Detectors and Their Applications

Roman Sobolewski, A. Verevkin, G. N. Gol'tsman, A. Lipatov, and K. Wilsher

Abstract—We present a new class of ultrafast single-photon method of registration leads to a large time lag and jitter of the
detectors for counting both visible and infrared photons. The device response. In addition, the APD’s and PMT’s counting
detection mechanism is based on photon-induced hotspot forma- atag are well below 100 MHz. Their actual speed is even more
tion, which forces the supercurrent redistribution and leads to the limited si f . ducti thev h tob d
appearance of a transient resistive barrier across an ultrathin, .'m' e_ since, for noise re .UC lon purposeg, ey .ave obeuse
submicrometer-width, superconducting stripe. The devices were in a time-gated mode, which reduces their counting rates to 10
fabricated from 3.5-nm- and 10-nm-thick NbN films, patterned MHz or below.
into <d20(3-nm-Wlde Sirlpes ICT the 4t>< d4-l¥f2220|2 10 >|<| t}ol-um:h Detection of single-photon infrared (IR) radiation remains a
meander-type geometry, and operated at 4.2 K, well below the ; ; Py
NbN critical temperature (T. = 10-11 K). Continuous-wave .majolr t?Chnomglcalﬁha”ﬁnge bfe(.:a.lglsel!thhOtokns Cgrcrjyﬁ§lg?lf
and pulsed-laser optical sources in the 400-mm-to 3500-nm-wave-Cant y. €ss energ){ t_ an those of visible light, making it difficult
length range were used to determine the detector performance in t0 engineer an efficient electron cascade. The most successful
the photon-counting mode. Experimental quantum efficiency was Si APD’s have their sensitivity restricted by the bandgap, while
found to exponentially depend on the photon wavelength, andofor APD’s based on narrow-gap semiconductors exhibit unaccept-
our best, 3.5-nm-thick, 100pm?-area devices varied from>10% ably large dark counts [3]. The best quantum efficiency (QE)

for 405-nm radiation to 3.5% for 1550-nm photons. The detector -
response time and jitter were~100 ps and 35 ps, respectively, and reported for InGaAs APD’s is-16% at 1.2um, but the large,

were acquisition system limited. The dark counts were below 0.01 ~0.5-ns jitter and high>> 10*-per-second dark counts [3] make
per second at optimal biasing. In terms of the counting rate, jitter, them not attractive for several important applications, including
and dark counts, the NbN single-photon detectors significantly practical quantum communication systems [2], [4]. The PMT’s
outperform their semiconductor counterparts. Already-identified .o bulky and demonstrate QE0.001% at 1.2zm and~150-ps
applications for our devices range from noncontact testing of .. .

jitter [2]. Finally, the most recently proposed far-IR detectors

semiconductor CMOS VLSI circuits to free-space quantum . .
cryptography and communications. based on single-electron transistors [5] are very slow and re-

Index Terms—CMOS testing, nonequilibrium superconduc- quire mllllkeIVIn temperatures._
tivity, quantum cryptography, single-photon detectors, ultrathin In this presentation, we review our most recent research on
NbN films. superconducting SPD’s (SSPD’s). We demonstrate their excel-
lent operating parameters and show that in many areas they
drastically outperform their semiconductor counterparts. Ap-
plications ranging from visible free-space and IR fiber-based
INGLE-PHOTON detectors (SPD’s) represent the ultimaiguantum communications [4] to nondestructive testing of very-
ensitivity limit for any quantum radiation detectors. In thgarge-scale-integrated (VLSI) devices [6] require SPD’s with
visible light range, the best known and most widely used are wdry high counting rates, very low jitter, and negligible dark
avalanche photodiodes (APD’s) [1] and photomultiplier tubesbunts. Effective operation in the mid-IR spectrum range is also
(PMT’s) [2]. The operation of photomultiplier/avalanche deveryimportant. Our nanostructured, NbN SSPD’s [7], [8], based
vices is based on the electron cascade and multiplication gfr the nonequilibrium hot-electron effect in ultrathin supercon-
fect, which significantly amplifies the response and allows fafucting films [9], offer picosecond time resolution and jitter, ex-
an easy measurement of the response pulses. Unfortunately,geismental QE ranging from >10% for visible light to 5% to 3%
in the 1.3xm to 1.55um IR range, and very low dark counts.
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Fig. 1. Schematics of the hot spot-generated and supercurrent-assisted
formation of a resistive barrier in an ultrathin and submicrometer-widthig. 2. A scanning-electron-microscope image of ad8-:m?, 10-nm-thick

superconducting stripe, kept at a temperature far b&lavrhe arrows indicate  meander-type SSPD. The superconducting stripe widthli80 nm andf =
the flow direction of a supercurrent biasing the stripe. 0.2.

cryogenic operation environment [9]. The superconducting eg8-NbN, characterized by the picosecond quasiparticle relax-
ergy gapRA is typically two to three orders of magnitude lowestion, and is suitable for photon counting in th®.4-um- to
than the gap in semiconductors; thus, individual optical photogsssm-wavelength range. Photons with a wavelength pfri
are able to generate a large number of excited carriers when bieate in a 10-nm-thick NbN stripe a hotspota20-nm diam-
ting a superconductor [10]. Measuring the resulting electricaler [8]. This means that the single-quantum mode of the SSPD
pulse allows precise detection of the photon arrival. The efyperation requires that the width of our NbN superconductive
cient avalanche also results in an enhanced resolution of efripe should be 200 nm or narrower.
ergy-resolving devices, such as superconducting tunnel junc-
tions [11], and extends the range of detectable energies well into
the IR-range for photodetectors. Finally, energy relaxation time ll. SSPD FABRICATION
constants of excited electrons in superconductors are in the pi-
cosecond range for both the low-temperature [12] and high-temNbN superconductive films that we use to fabricate our
perature [13] superconductors, assuring the gigahertz repetit®®PD’s have a thickness of 3.5 nm to 10 nm and are deposited
rates for superconducting photon counters. on sapphire substrates by do reactive magnetron sputtering
Our SSPD consists of a superconducting stripe whose thigk-an Ar and N mixture [15]. The films are characterized
nessis less than the electron thermalization length. The devicbys7. = 10 to 11 K, the superconductive transition width
operated at the temperature far below the material critical tetd¥,. ~ 0.3 K, and the critical current density, = 6 to 7 x
peraturel’., in a regime where the bias currehis close to the 10° A/lcm? at 4.2 K. To implement a detector, we have chosen
critical valuel.. Absorption of a photon leads to formation ofmeander-type geometry with characteristic sizes ranging from
a hotspot region [14] where superconductivity is suppressedidrx 10 um? to 4 x 4 um? and a filling factorf (the ratio of the
even destroyed [Fig. 1(a)]. During the initial thermalization, tharea occupied by the superconducting meander to the detector
hotspot grows in size [Fig. 1(b)] as hot electrons diffuse out bminal area) up to 0.5. The width of the superconductive
the hotspot core. The supercurrent, which biases the devicestigpe varies from 80 nm to 200 nm. Our patterning and etching
expelled from the resistive hotspot volume and is concentratebcedures are presented in detail in a separate paper [15]; here
in the “sidewalks” near the edges of the film [Fig. 1(c)]. If theve mention only that fabrication process includes an electron
current density after this redistribution exceeds the critical vallbbeam lithography, followed by either ion milling through a Ti
outside the hotspot, phase-slip centers are created in the sidask layer or reactive ion etching through a photoresist.
walks, the superconductivity is destroyed, and the resistive barfigs. 2 and 3 present scanning electron microscope images
rier is formed across the entire width of the device [Fig. 1(d)ff two SSPD’s that are fabricated according to two different
which, in turn, gives rise to a voltage signal with the amplipatterning procedures described in [15]. Fig. 2 shows & 10
tude proportional td. The hotspot growth is followed by its 8-:m?, 10-nm-thick meander device, fabricated using the Ti
healing, due to the relaxation/cooling of excited electrons antask and ion milling. We note that in this technology, although
their out-diffusion. Thus, aftex 30-ps-long quasiparticle relax- we can fabricate devices with very narrow (@ to 0.2m in
ation time [12], the hotspot collapses, superconductivity (zevadth) meander stripes, is always much lower than 1, as the
voltage state) is restored, and the detector is ready to registeparation between the lines remains significantly larger than
another photon. the line width. Fig. 3 presents the center part of our latest-gen-
The SSPD operation principle outlined above dependsation, inter-digitated structures with= 0.4—0.5, etched in a
directly on the superconductor characteristics, includlidg 3.5-nm-thick NbN film. Using ultrathin films and direct reactive
diffusivity, electron—electron, and electron—phonon interactiaan etching, we not only increased f but also drastically reduced
times, as well as on the device geometry. Our material-of-choiger SSPD stripe edge nonuniformities. This latter factor seems
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] | ] |
i (f) T T T T |
Bias ~1 hv/pulse
source . . ) |

Time (10 ns/div)

NbN SSPD

Pulsed Ti:Sapphire laser:
810-nm wavelength,
82-MHz repetition rate,
100-fs pulse width

Cry ostal Fig. 5. Real-time responses of a SSPD to trains of 100-fs optical pulses with

different numbers of photons per pulse per device area. The presented records
illustrate the quantum nature of our device responses at low photon fluxes.
Radiation wavelength was 810 nm.

Lens Variable

attenuator
Amplifier the picowatt level, using banks of neutral density filters. The op-
- > tical beam diameter was typically50 um to ensure the SSPD
Trigger pulse [ : . s y e
Tektronix 7404 [ SR400 uniform illumination. In addition, the QE sp(_actral sen;mwty de-
oscilloscope photon pendence of the SSPD was measured using a continuous-wave

counter (cw) blackbody radiation source and cw and pulsed laser diodes.

Fig. 5 shows a collection of real-time “snapshots” recorded by

Fig. 4. Experimental setup for a free-space single-photon detection. the single-shot oscilloscope for different numbers of photons per

laser pulse, incident on a* 4-ym?-area, 10-nm-thick SSPD,
to be dominant in the device performance since, as will be p nd is intended to illustrate the physical response of our devices.
ch snapshot presents a 50-ns-long record of the response to

sented later, the 3.5-nm-thick structures exhibited over an or ive 100-fs-wid tical oul doml lected
of magnitude higher experimental QE, despite having signi jour successive -Is-wide optical pulses, randomly selecte

cantly decreased the photon absorption coefficiei. out of a real-time detec_toroutputdata str(_aam_. Trace_(a) in Fig. 5
y P P CiRiTy corresponds to essentially a macroscopic signal wi2® 000

photons per pulse hitting the detector. In this case, the device re-
sponded to each optical pulse in the laser train. However, as the
A schematic diagram of our experimental setup is shown incident laser intensity was decreased (with other experimental
Fig. 4. The SSPD was placed on a cold plate inside an opticabnditions unchanged), the quantum nature of the detector re-
liquid-helium cryostat and maintained at 4.2 K. The device waponse started to emerge. Fe2400 photons per pulse [traces
wire-bonded to a microstrip transmission line, and connectéa) and (c)], the amplitude of the response pulses was decreased,
to the do bias and rf output circuitry via a broadband, crydsut, most interestingly, some of the signals were absent in the
genic bias-tee. The output signal, generated as a result of thsponse train [trace (c)]. Further, over-an-order-of-magnitude
photon capture, was amplified by a 20-dB-gain, room-tempatecrease in the photon flux did not lead to the decrease of the
ature broadband amplifier and either fed into a Tektronix 74@utput signal amplitude, which is characteristic of classical in-
single-shot digital oscilloscope (synchronously triggered bytansity detectors, but many of the response pulses were missing
Ti: Sapphire laser) or counted by a SR400 photon counter. Thace (d)] due to both the limited QE of the device and fluctu-
room-temperature amplifier and the oscilloscope were charations in the number of photons incident on the detector. The
terized by a bandwidth of 0.01 to 12 GHz and 0 to 4 GHz, refuantum nature of our device response was most apparent in
spectively. the bottom pair of traces: (e) and (f) (1 photon/pulse). We note
As a photon source, we used 100-fs-wide, 82-MHz-repethat in each case, the detector response is very different and its
tion-rate pulses from a self-mode-locked Ti : Sapphire laser. Thetual performance has to be judged, based on the response av-
incident radiation was focused on the device and attenuatecetaged over the recording time much longer than 50 ns. We also

IV. EXPERIMENTAL RESULTS AND THESSPD BRFORMANCE
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SSPD’s are passive devices and the main sources of dark
or false counts are either extrinsic bias-current instabilities or
intrinsic fluctuations. The supercurrent fluctuations are domi-
nating at/ very close tal. and rapidly (exponentially) decrease
with the I decrease [16], while thermally activated phase-slip
centers are typically negligible since we operate our devices at
T < T.. Thus, long-term stability of when the detector is bi-
ased close t@. is crucial for minimizing dark counts. One must
remember, however, that SSPD’s are very broadband sensors
and they have to be properly screened from unwanted “photon
noise.” Large values of dark counts were observed in SSPD im-
plementations, where thermal background radiation from room-
temperature objects was inadvertently coupled into the detector
bacig‘;g;ﬁ"gvel _ [6]. Measurements of dark counts performed in the setup shown
T in Fig. 4 with the SSPD blocked by a cold load lead to an av-
106 104 102 1 102 104 106 erage of<0.01 counts per second fdr < 0.95/. and were,
apparently, limited by our biasing electronics.

The behavior observed in Fig. 6 results from the direct linear
dependence of the hotspot size on the photon energy [8]. Thus,
Fig.6. Probability of photon counting versus the incident photon radi.altioanL]:(?r a fixed I’_k_)W energy phOton,S genergte hotspots too small
for a 10x 104um?, 10-nm-thick SSPD at 405-nm (squares), 810-nm (circles§0 ensure efficient SSPD operation, leading to enhanced proba-
and 1550-nm (triangles) wavelengths. The bias currentiyds = 0.8 and  bijlity of multiphoton detection with the increase of the photon
tenlpgrature was 4.2 K. The solid lines illustrate the slope exponeatd and flux.

e For a mean number of. photons per pulse, the probability

P(n) of absorbing: photons from a given pulse is given by the
note that within the time resolution of our electronics, the widthoisson distribution:

of the SSPD response pulses remained constant for all tested
photon fluxes.
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Records like the ones shown in Fig. 5, but averaged over al- n!
most 5x 10° optical pulses (accumulated over a period of 6050y very weak {» < 1) photon fluxes, the probability of de-

using the SR400 counter), allowed us to perform statistical a”?é'cting one photon, two photons, three photons, etc., is
ysis of the SSPD response. We observed that for weak photon ' ' T

fluxes (<100 photons per pulse), both the average number of m2 m3

captured pulses for a given photon flux and the signal ampli- (1) ~m, P(2)~ —-, P(3)~ -~ etc. (2)
tude remained constant. Fig. 6 shows the probability of photon

counting (the ratio of the average number of photons capturedBased on (2), we can conclude that for a very low number of
per second to the repetition rate of laser pulses) as a functiorpbbtons per pulse incident on the SSPD, we clearly observe in
the average number per pulse of 405-nm, 810-nm, and 1550-Rig. 6 a single-photon detection regime (exponent 1) for
photons from our Ti: Sapphire laser, incident on axd@0- each studied wavelength. While for 405-nm radiation, the pres-
mZ-area, 10-nm-thick device. The device was biased at ence of at least one photon in the optical pulse was sufficient to
0.81., which was low enough to remain subcritical even whetnigger the detector response; foe= 1550 nm, the multiphoton

1. was thermally suppressed at the highest incident light intesbbsorption ¢ > 2) was dominant.

sities. We note that for 405-nm photons we have a linear depenThe probability of photon counting measured at the
dence over ten orders of magnitude of the photon flux intensityne-photon-per-pulse level incident upon the SSPD and ex-
At wavelengthd = 810 nm, we observe the linear responsgressed in percents can be defined aseiperimentalQE

at low photon counts and the quadratic law for higher photgmore rigorously: detection efficiency (DE)] for a given photon
fluxes. Finally, forA = 1550 nm, the photon counting rate isenergy. We must stress that QE is a function/oénd the

a highly nonlinear function of the photon flux, with the lineahighest values are measured fovery close tol. as shown in
dependence observed only in the range 1@ photons per [8] and [16]. Typically, we operate our SSPD’s with< 0.951..
pulse. We also observe that for the lowest photon fluxes, asince, as we mentioned before, highewalues result in ex-
experimental data points, for every wavelength, level off at tleessive dark counts. Fig. 7 presents experimental QE spectral
same~10~? probability value £0.1 counts per second). Wedependence for two representative 1A0-um?-area devices.
interpret this response as the laboratory photon background, Tee 3.5-nm-thick SSPD (squares) was an inter-digitated device
sulting from accidental photon absorption by our detector. Gsee Fig. 3) with 80-nm-wide NbN fingers arfd= 0.5, while

the other hand, the saturation (probability approaching 1) otire 10-nm-thick, 200-nm-wide-stripe SSPD (triangles) was a
served at the highest incident photon flux levels represents theander-type structure (see Fig. 2) wjthe 0.2. We observe
transition of our quantum device into a classical detector [st®t in both cases, the DE spectral dependence exhibited an
also Fig. 5(a)]. exponential, activated-type character with the slope value
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resonator mirrors. In this case, however, the SSPD would loose
its broadband sensitivity.

Finally, one can define systenQE as the number of photons
falling at input on the fiber or other coupling optics, divided by
the number of photon counts recorded by the detector. This QE
definition includes the impact of the detector coupling optics
rather than the SSPD size, and it was used in [6] to describe
the performance of the early SSPD-based system designed for
noninvasive testing of the VLSI chips. The system QE value
reported in [6] for one of the first 10-nm-thick, meander-type

A SSPD’s was 0.002% at 1,3m wavelength. The latest 3.5-nm
' devices in the same, fiber-based system (although with signifi-
04 08 12 16 20 24 28 cantly modified/improved optics) exhibit the system QE of 2%
Wavelength (um) at the same wavelength, a four-orders-of-magnitude improve-
ment over a two-year period.
Ftig- 7-th_5£ectral fdigender;C_eS ?f QE fgrsiglo-/tmz SSPD’s, with {}lb'}l We have also performed extensive time-domain characteriza-
ol nes are guides t0 e eye. iludirating 'the”Z‘Xéi‘i‘éii?;)aé‘éi%%‘;!feyof In of our SSPD’s, which are presented in a separate paper [17].
QE on wavelength. Here we want only to mention that the 10-nm-thick SSPD’s
have a time resolutiog 100 ps and a device jitter35 ps. Thus,
characteristic for all devices with the same thickness [8]. Wgey are able to detect photons with at least 10-Gbit/s counting
associate the activation-type behavior with the presence rgte and are more than three orders of magnitude faster than any
fluctuations, both extrinsic (stripe width) and intrinsic (superseémiconductor SPD. The 3.5-nm devices are expected to have
conducting). Simultaneously, we note the drastic improvemegien better time resolution, reaching the values close to the in-
in the performance of the 3.5-nm-thick device, as comparedttinsic electron-phonon cooling time in ultrathin NbN films of
the 10-nm structure, in terms of both the much smaller slog@ ps [12]. Their jitter has been already measured and is below
value and the much higher experimental QE [16]. 20 ps.

As we mentioned in Section lll, this performance improve-
ment is the result of significant improvements in our fabrica- V. APPLICATIONS OFSSP
tion technology [15]. The inter-digitated devices implement the
ultrathin NbN stripe (larger hotspot dimension) and are trufy- Noncontact VLSI Chip Testing
nanostructured in terms of their physical dimensions. Our bestModern high-performance electronic VLSI circuits are ex-
10-nm-thick SSPD’s exhibit experimental QE 8% at\A = tremely difficult to test on both the functional and logic levels
405 nm, decreasing t&:0.01% at\ = 1550 nm wavelength. At because of their complexity, density of packaging, and the use
the same time, the 3.5-nm devices reach over an order of maf{lip-chip bonding. Devices are increasingly more sensitive
nitude higher QE, ranging fron310% at\ = 405 nm to 3.5% and can be easily perturbed during testing, skewing results and
at A = 1550 nm. slowing the design and development time. Thus, in complex cir-

Proper coupling of our devices to the incident photon flux isuits such as microprocessors, nonperturbing methods of testing
another, besides, limiting factor of the SSPD’s experimentalthe chip functionality while it operates are most desirable.

QE value. Unlike semiconductor SPD’s, the SSPD’s have rel-A normally operating silicon CMOS transistor has a nonzero
atively small active area, and only a certain percentage of iprobability of emitting near-IR (0.9m to 1.4 um) photons
cident photons is actually absorbed in the ultrathin NbN stripghen current passes through the channel. This is the sponta-
The above limitations are extrinsic; thus, in order to estimate theous photon emission associated with intea-band transitions
SSPD ultimate performance, defined asititeinsic QE of the as the hot carriers move across the transistor channel [18], [19].
superconducting stripe [7], [8], one needs to factor in both tfAgus, this photon emission is time-correlated with the transistor
filling factor and the photon absorption coefficient. For 10-nmswitching event and measures directly the transistor switching
thick devices,f =~ 0.2 andn = 0.3, leading to the intrinsic QE time, as well as the entire circuit timing characteristics. This in-
= DE/(fn) and indicate that the possible improvement can reatimsic transistor/circuit information is ideal for timing data ac-
the factor up to 20. In the case of the 3.5-nm SSPD’s, similguisition and fault analysis (e.g., leaky transistors tend to emit
calculations indicate that the intrinsic QE should reach the themere photons). The use of near-IR emission from CMOS inte-
retical maximum of 100% for all visible-light wavelengths. Theyrated circuits as a way of diagnosing timing and flaws of VLSI
above approach is questionable, however, since for our ultcdiips has been implemented in the IDS PICA probe system,
thin, nanostructured devices, the NbN optical conductivity cananufactured by NPTest, San Jose, CA. The IDS PICA system
be quite different from the do value used in [7, Eq. (1)] to calcwan be equipped with an imaging near-IR detector, the Mepsi-
laten. The best approach to further increase QE of our detectaren Il PMT (Quantar Tech., Inc.) or with the SSPD device [6].
is, we believe, not by changing the inter-digitated SSPD geoifikhe imaging PMT camera enables light emission from many
etry, but by adding a backside mirror to reflect the transmittetbvices on a test circuit to be simultaneously analyzed, but its
photons back into the detector. It would be even more effectiiR efficiency is extremely low, leading to hour-long acquisi-
to form a\/4 resonator with the detector acting as one of thion times and poor noise to signal ratio. The SSPD can analyze

Experimental QE (%)
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<

) ) . L . Fig. 9. Quantum cryptography receiver (Bob) based on four NbN SSPD’s.
Fig. 8. Histogram of single-photon emissions from a CMOS VLSI chippgs stands for polarization beamsplitter.

collected by the NbN SSPD. Signals from both nMOS and pMOS transistors
are clearly visible. The picture was copied directly from the PICA screen.

emission from a single CMOS device only, but its superior IR

TABLE |

PERFORMANCE OFDIFFERENT SPD8 OPERATING ATA = 1.3 um

QE cuts acquisition times to minutes or seconds. Detector Model Counting Rate QE Jiter  Dark Counts
The 3.5-nm-thick NbN SSPD sensors are currently being im- (H2) @) @) <™

plemented in the latest IDS PICA version. Test results from [nGaAs APD 50x10%0 16 200 500

a 0.18um-linewidth, 1.6-V-bias CMOS integrated circuit run- 49

ning at 100 MHz are shown in Fig. 8. The collected histogram RPMT 9.0x 10° 05 150 20 10*

has an extremely high signal-to-noise ratio and the time betwee ~ Hamamatsw)

transistor switching events can be measured with 10-ps acct Si APD 5.0x 108 001 350 25

racy. In addition to the peaks coming from photon emission from &G40

nMOS transistors, we can also observe weak signals collecte Mepsicron 1.0x 100D 0001 100 0.1

from pMOS invertors. Holes in pMOS devices have lower mo- (Quantar, Inc)

bility and emit IR photons much less frequently. We need to Superconducting 5.0 10 60 N/A N/A

stress that the integrated circuit under test and the photon-co tunnel junction

lecting microscope are at room temperature and the microscop SspD 10x 10° 5 35 0.1

is connected to the SSPD via a multimode fiber. Physically, the (measured)

chip-testing apparatus is approximately 2 to 3 m away from the ssps 30 x 10° >10 <20 <0.01

detector, which is placed inside a commercial cryocooler, oper- (projected)

ating at 3.5 K.

(DGated regime with 0.1% per gate after-count probability.
(DCalculated with 104 per gate probability.
(MData for a high-speed version; standard devices exhibit 1 x 10° s~}

B. Quantum Cryptography

Quantum cryptography (QC) provides a radical improvement
over today’s methods for secure communications. Uncondition-

ally secret communication is possible in actual physical envirogy e photons [22], so Alice can readily operate at the GHz
ments due to the Heisenberg indeterminacy principle: it is ifsnge. A serious problem, however, exists at the Bob end, which
possible to measure the state of a quantum bit without alteriggy 14 count photons not only very efficiently, but also with
it. In QC, the data transport is performed as an exchange of Hb‘gligible dark counts and very low jitter.
dividual photons with their polarization used to code the logic Fig. 9 presents a possible QC receiver, containing four
information for the communication protocol. QC is based 08sppy's for independent counting of photons with four different
the real-time Vernam encryption scheme (so-called “one-timg|4izations imprinted by Alice. The NbN SSPD’s are the
pad”) [20]. The quantum key is formed during the photon trangsost promising for practical QC since, as we have already pre-
mission (there is no pre-existing key), and the Vernam cipherdgnteq, they exhibit sufficiently high QE and are able to reach
invulnerable to any computer attack of any strength, including, range counting rates with very low jitter and negligibly
quantum computations. _ _ low dark counts. The SSPD’s can successfully operate from
Arecent theoretical paper by Gilbertand Hamrick [21] provegiraviolet to IR; thus, they can be implemented in both optical

that QC is practical, providing that the data transmission ratef}%e—space and fiber-based transmission schemes.
high enough to overcome the intrinsic system losses. Both the

transceiver (Alice) and the receiver (Bob) must operate at trans-
mission rates of at least 1 Gbit/s for the practical quantum key
distribution operation. A GHz-repetition rate, actively mode- Table | presents the main characteristics of our SSPD’s, in
locked laser can be used as the high-speed source of cohed@eict comparison with other modern single-photon detectors.

(IV)Room temperature input.

VI. CONCLUSIONS
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We compare experimental QE, ultimate counting rate, jitter, and[9]
dark counting rates. Our comparison is done for An3pho-

tons, which is the most-interesting wavelength for applicationsf:m]
ranging from noninvasive VLSI chip testing to fiber-based op-
tical communications. As we can see, superconducting detectors
significantly outperform even the best semiconductor devices.[11]
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